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Enterprise Search and Corporate Security
The Current State of Affairs

The Good: SSO, SAML,
LDAP, Active Directory

The Bad: Spidering, Org Boundaries

The Ugly: Holes, Lack of Awareness
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Summary:
Application / Collection
Document
Field / Sub-Document
Sub-Field / “Redaction”




Security at the Collection and Document Level
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Document Level Security

Press Release: Super Secret:

Record Breaking Sales ! Layofls Start Next Weak 11! Document Level
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Marmally an entire
document has the
same security level.




Sub-Document Security: Based on Well-Defined Fields

Bug Report:

Problem Installing Software

MTERMNAL MOTE
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problem and e =0l don't hewa & fix

White Paper:

How To Retain Customers

Ful Text (CLICK HERE TO PLRCHASE]
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Guarded Content:

“»~ Available to registered
customers and
partners.

Sensitive Content:
= Only visible to internal
employees.

Teaser Content;
Show to all users, to
entice them to buy the

rest of the document,
J
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Premium Content:
> Users must pay to
read this part.
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Section / Field
Level Security:

Different sections of
the document require
differant levels of
security to access.




Sub-Field Security: Based on Key Entities

Settlement Details:

Between Acme and [N ™y

Selective Redaction:

Specific terms and

—  references are

}- removed, while still
allowing partial
disclosure.










Early vs. Late Binding Security
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Early-Binding Security using Filters
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Deferred
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Enterprise Search and Corporate Security
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Newsletter & Whitepapers: Search Dev Newsgroup:

www.ildeaeng.com/current www.SearchDev.org

Blogs:

EnterpriseSearchBlog.com

SearchComponentsOnline.com







